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Executive summary
$1 billion

The cost of cybercrime to businesses
in Australia is rising exponentially,
costing Australians an estimated
$1 billion each year.1
Cybercrime costs businesses globally more than

$3 trillion annually and it is anticipated
that by 2021 this will exceed $6 trillion.
2

42% of SMEs nationwide believe
they can protect their business from
cybercrime by limiting their online
presence—overlooking some of the significant
economic benefits of a greater presence online.

50%

of SME owner55%
operators continue to
unknowingly expose
themselves to cybersecurity
risks through their most
frequented online activities—

Almost 50% of SMEs nationwide
limit their online presence to only a
business website and contact details
and social media, with only
of survey

sending and receiving emails
and operating social media.

15%

respondents offering a business website with
product viewing or purchasing functionality.

%
15

1
2

3

Australian Government, Australia’s Cyber
Security Strategy, 2016.
Australian Government, Australia’s Cyber
Security Strategy, 2016.

Four out of every five SMEs recognise
that the risk of their business
becoming a victim of cybercrime is
increasing. Despite this, only around

20%

believe they have experienced a cybercrime

event. It’s possible that while SMEs are aware of
the risk, they may be unaware they have suffered
a cyber security breach.

Cybercrime is rated by SMEs
as the 3rd biggest risk to their
business, with a further
of

83%

SMEs indicating their concern about
cybercrime is influenced by recent
worldwide cybercrime events.

of SMEs feel well
74%
informed about the risks of cybercrime
to their business, which is
10%

Nationally,

higher than the NSW survey in
May 2017.

Of the 20% of SMEs that have
suffered a cybercrime event,

41% of these events resulted

from malware. A total of 40% of

these events cost the businesses
between $1,000 and $5,000, and
for two-thirds of these businesses,
these costs were unrecoverable.

When asked where they go to seek help following
a cybercrime event, SMEs reported they would
contact Google (ranked highest at 44%), then the
police (43%),

38% would contact IT

forensic consultants for help followed by
government (35%). Less than 2% of SMEs said they
did not require help.
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Foreword
Following the release in May 2017 of the Cyber Scare

The cost of cybercrime to businesses in Australia is

report by the NSW Small Business Commissioner,

rising exponentially, costing an estimated

which detailed the result of its study into NSW

AUD$1 billion each year.3 Globally, cybercrime costs

business attitudes and views of cybercrime, the

businesses more than USD$3 trillion a year. It is

NSW Small Business Commissioner has partnered in

anticipated that by 2021 this figure will exceed

a national study with the Victorian, South Australian

USD$6 trillion.4

and Western Australian Small Business
Commissioners, the Queensland Small Business
Champion, and the Australian Small Business and
Family Enterprise Ombudsman to investigate cyber
security awareness amongst small and mediumsized enterprises (SMEs) across Australia.
The study found awareness of cybercrime as a
business risk is climbing. But SMEs across Australia
don’t know where to get help to respond to
cybercrime events, with possible options ranging
from Google searches to government and police.
Notably, in the national survey, 38% of respondents
reported reaching out to an IT forensic consultant for

Given that small businesses account for more than
97% of Australia’s business landscape,5 it is imperative
they continue to increase their awareness of
cybercrime and take steps to protect themselves.
Despite the increasing occurrence and complexity of
global cybercrime events, the digital domain remains
one that holds great opportunity for small
businesses. Two out of five SMEs surveyed believed
limiting their online presence protects them from
cybercrime. But this also prevents them from
accessing significant opportunities to compete in a
national, or even global, marketplace.

help, which is 15% less than was reported in the NSW

Our aim is to increase cyber security awareness

report released in May this year.

amongst Australian small businesses so they can
safely embrace digital technologies and leverage the
opportunities of the digital marketplace for their
competitive advantage.

Robyn Hobbs OAM

Judy O’Connell

John Chapman

Small Business Commissioner

Small Business Commissioner

Small Business Commissioner

NSW

Victoria

South Australia

David Eaton

Maree Adshead

Kate Carnell

Small Business Commissioner

Small Business Champion

Australian Small Business and

Western Australia

Queensland

Family Enterprise Ombudsman

3
4
5

5

Australian Government, Australia’s Cyber Security Strategy, 2016.
Cybersecurity Ventures, 2016.
ABS Counts of Australian Business 8165.0, Feb 2016.
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The study
The survey was conducted nationally over a five
week period, closing on 18 August 2017. There were

Cybercrime defined
Cybercrime is a dishonest or criminal activity online

1,019 responses.
Response rates were similar between the states,
with only a limited number of responses from the

or by phone that can include instances of deceptive
conduct.
Examples of cybercrime include:

territories.

• the deliberate distribution of malicious software

30%

or viruses
• online or phone scams
• theft of critical business information

20%

• fake over payments
• fake invoicing
10%

• hacking a business in order to obtain customer
details, or as a way to gain access to a supplier’s
computer network.6

0%
NSW

VIC

QLD

WA

SA

Figure 1. Survey response rates by state.

Note: chart in Figure 1 includes businesses that
operate in multiple states, so totals more than 100%.
The chart does not include rates from the territories
or rural and regional areas due to the limited number
of responses.

6

Australian Government 2013, Cybercrime Act 2001, Schaper and
Weber 2012.
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The cyber landscape
Governments focus on
cyber security
Cyber security in recent years has become a primary
focus for governments around the world. The
Australian Government has been working hard to
battle the threat that cybercrime poses to our nation.
This is evident in the release: the Australian Cyber
Security Strategy, which includes the Australian Joint
Cyber Security Centre Pilot and the Australian Cyber
Security Growth Network 7 initiatives.
Some 97% of businesses in Australia are small
businesses, so it is imperative that awareness
surrounding cybercrime and cyber security is
increased within this sector.

Cybercrime—the next frontier
The frequency of cyber attacks has been rising
exponentially over the last twelve months, with the
prevalence of cybercrime globally reaching
unprecedented levels.
Recent high-profile cyber attacks highlight that
there is no common motive in cybercrime. The
reasons behind cyber attacks can be political or
religious, or driven by economic or financial gain.
In some cases they stem from socio-cultural issues,
including perpetrating offences for entertainment
or curiosity.

MAY 2016
The WannaCry ransomware cyber attacks
infected hundreds of thousands of computer
systems globally within 24 hours. Files
implicated in the attack were no longer
accessible and victims had to pay $400 in
bitcoin to unlock them. Britain saw critical
infrastructure completely shut down by the
attack. Australia was not immune from the
attack, with SMEs also targeted.

JUNE 2016
The Petya ransomware attack infected
computer systems globally. Australian SMEs
were directly targeted in the attack along with
larger businesses such as DLA Piper, TNT and
Cadbury. This ransomware technology proved
more complex than the WannaCry attack.

AUGUST 2016
On Census night, 9 August 2016, the ABS
online form suffered a series of outages.
Australians accessing the online form did not
cause the system failure (submission rates
were within expectations and load capacity).
The attack did not result in unauthorised
access or extraction of personal information,
but did severely interrupt the collection of
census data. While the Australian Signals
Directorate (ASD) reported the incident was a
distributed denial of service (DDoS) attack,
the evidence remains inconclusive.

In the past, major cyber attacks have tended to be
focused on government and big business sectors,
however SMEs are increasingly being targeted.
This year, at the 2017 Security Exhibition and
Conference in Sydney, Kate Carnell, Australian Small
Business and Family Enterprise Ombudsman, stated
that, “the lack of awareness regarding cyber security
is one of the biggest threats facing small business
operators today.”

7
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Australian Government 2015, Australia’s Cyber Security Strategy.

OCTOBER 2016
In a breach beginning more than a year prior,
an Australian government defence contractor
was hacked and data compromised. The
compromised data, which was commercially
sensitive but not classified, included
information surrounding fighter planes and
navy vessels.

National snapshot
Respondent demographics

A total of 92% of all respondents were small

The survey focused on SMEs across Australia—

equivalent employees. This is slightly under

businesses employing fewer than 200 full-time

Australian Bureau of Statistics (ABS) figures that 97%

equivalent employees. This resulted in a total of 1019

of businesses in Australia are small businesses.8

respondents. Of these, 44 were nationally based

Only 6% of respondents were medium-sized

companies or not operating in either NSW, Victoria,

businesses employing 20–199 employees.

businesses employing fewer than 20 full-time

South Australia, Queensland or Western Australia,
so are therefore not accounted for in the state
snapshots.

Responses came from a representative range of
industries generally consistent with 2012 ABS data.
However, there were variations, particularly for

A total of 87% of the survey respondents represented

farming and construction, where there is an

owners or managers of an SME. This overwhelmingly

underrepresentation, and information technology

represents the roles tasked with making key

(IT) and professional services, where there is

strategic decisions in the business. Figure 2 gives

overrepresentation. Figure 3 shows the breakdown

a breakdown of respondents roles.

of industries. Because of the anticipated
overrepresentation of IT companies in the responses,

Roles and responsibilities

this industry has been reported separately from the
professional, scientific and technical services
category.

13%
5%
14%

68%

Owneroperator

Almost 60% of respondents had a turnover of less

Director

60% of businesses in Australia reported a turnover of

Business
manager
Employee

than $200,000. This corresponds with ABS data that
less than $200,000.9 Further, a total of 33% of the
respondents were female, in line with female
business owner demographics in Australia at 34%.10
The largest percentage of respondents by age was
in the 45–54 age bracket, totaling 24%. This again,
corresponds with ABS data that 28% of business

Figure 2. Breakdown of roles represented by respondents.

operators in Australia fall within this age bracket.

8 ABS Counts of Australian Business 8165.0, Feb 2016.
9 ABS Counts of Australian Business 8165.0, Feb 2016.
10 Australian Bureau of Statistics, 2015, A Profile of Australian Women
in Business – A Report prepared by the ABS for the Office for
Women, 2015, Australian Bureau of Statistics, Canberra
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Industry
Construction
Professional, Scientific &
Technical services
Retail & Wholesale trade
Arts & Recreation services
Farming
Other
Health Care &
Social Assistance
Manufacturing
Administrative services
Transport
Hospitality (Accommodation,
Cafes & Restaurants/Bar)
Education & Training
Finance & Insurance services
Rental, Real Estate &
Property services
Media & Communications
Information Technology
services
0

5%

10%

15%

20%

Survey

ABS 2012
Figure 3. Range of industries represented in the survey.

50% 15%

Almost
of SMEs nationwide
limit their online
presence to only a
business website
with contact details
and social media

of the
respondents offer
a business website
with product viewing
or purchasing
functionality,
with a variance of

more than 10%

between the states

9

42%

of
SMEs nationwide
believe their business
is protected from
cybercrime because
of their limited online
presence

NSW Small Business Commissioner

Survey findings
Online presence
While 95% of Australian businesses have internet
access,11 most SMEs have a limited online presence.

Cyber Aware 2017

Product viewing and purchasing by state
SA

WA

Almost 50% of SMEs nationwide limit their online
presence to only a business website with contact

QLD

details and social media.
Only a small percentage of SME respondents (11%)

VIC

report using an online platform, and only 15% of the
respondents offer a business website with product
viewing or purchasing functionality, with a variance
of more than 10% between the states.

Online presence

NSW
0%

5%

10%

15%

20%

25%

Figure 5. Percentage of companies in each state that provide product
viewing or purchasing facilities on their websites.

50%

Online activities
40%

Although internet usage amongst businesses in
30%

Australia is at 95%, SMEs are not taking full advantage
of the digital frontier as a means of generating

20%

income and increasing their customer base.

10%

A total of 55% of SMEs surveyed rarely or never sell
their goods or services online (see Table 1) , and 42%

0%

of SMEs nationwide believe their business is
protected from cybercrime because of their limited

Yellow or White pages,
Google or other directory
Business website,
with contact details
Business website, contact details,
product viewing online
Business website, product viewing online,
with function to buy and deliver online
Social media
(Facebook, Instagram, Twitter or other)
Online platform
(Gumtree, Airtasker, AirBNB, Uber, Deliveroo)
Figure 4. Level of online presence of respondent businesses.

online presence (see Table 4).12
This is of concern because research shows small
businesses are 1.5 times more likely to grow revenue
if they have a strong digital footprint.13 The
reluctance of SME owners to have a greater
presence online means they are overlooking some of
the significant economic benefits in allowing their
customers to view their products and buy online.
Despite the reluctance to sell online, almost two of
every three SMEs admits that they aren’t actively
avoiding transacting their business online, with more
than half opting for high usage of emails and social
media (as shown in Table 1 and Figure 4).

11 Australian Bureau of Statistics Report 8129.0, 2015.

12 ABS Report 8129.0, 2015.
13 Deloitte Access Economics, 2016, Connected Small Business.
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more than half

of all cyber attacks
include malware,
and in more than
two-thirds of
these incidents this
is distributed by
malicious email links
and attachments

55%

of
respondents
indicated they
frequently send and
respond to emails
and participate in
social media, many
SME owner-operators
are unwittingly
exposing themselves
to significant
cybersecurity risks

Cyber Aware 2017

Frequency

% of
respondents

Online banking

Every day,
Once or twice
a week*

64%

Receiving and
responding to
enquiries or
emails

2+ times a
day

55%

Selling goods or
services

Rarely,
Never 14

55%

Buying goods or
services online

Rarely

35%

Readings news
about my industry
online

Every day

30%

Reviewing
regulatory updates
in my industry
online

Rarely

30%

Activity

Table 1. Online activities conducted by respondents.

Globally, across all industries, more than half of all
cyber attacks include malware, and in more than
two-thirds of these incidents this is distributed by
malicious email links and attachments.15
This indicates SMEs are wrongly assuming their
business is protected from cybercrime because of
a limited online presence.
With 55% of respondents indicating they frequently
send and respond to emails and participate in social
media, many SME owner-operators are unwittingly
exposing themselves to significant cybersecurity risks.
Education is key to ensuring that SMEs understand
that emails and social media are among the biggest
threats for cybercrime.

14 The listing of two frequencies indicates bi-modal distribution.
15 Verizon Data Breach Intelligence Report 2016.

11

Most common types of incidents16

Accommodation

Education

Point of sale intrusions
Malicious emails
Insider privilege misuse
Account for 92% of incidents

Malicious emails
Miscellaneous errors
Account for 67% of all incidents

Financial services

Healthcare

Denial of Service
Web application attacks
Payment card skimmers
Account for 88% of incidents

Insider privilege misuse
Miscellaneous errors
Malicious emails
Account for 81% of incidents

IT

Manufacturing

Malicious emails
Web application attacks
Malware
Account for 90% of incidents

Malicious emails
Insider privilege misuse
Account for 96% of incidents

Administration

Retail

Malicious emails
Insider and privilege misuse
Account for 81% of breaches

Denial of service attacks
Web application attacks
Payment card skimmers
Account for 81% of incidents

16 Verizon, 2017 Data Breach Incident Response, Executive Summary.
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83%

Managing business risks

of
SMEs confirmed
their concern
about cybercrime
is influenced by
recent worldwide
cybercrime events

Almost 80% of SMEs indicated they manage risks by
relying on their own experience, with a state-bystate variation of 8%. SMEs also confirmed they
manage business risks through information read in
the newspaper or online (57%), industry or
association news (40%) and specialist advice
(such as a lawyer, accountant or IT expert) (40%).
Cybercrime is rated by SMEs as the third biggest risk
to their business, as shown in Table 2.

What do you see as the biggest risk to
your business?
The high ranking of cybercrime as a threat is likely
Rank

Type of risk

1

Managing my overheads and
operating expenses

2

Chasing payments and having
enough cash to run my business

3

Cybercrime

4

Competitors, and start-ups
disrupting my business

5

Political uncertainty (reduced buyer
confidence, failure of governance)

as well as being the victim of bank fraud.

Finding the right skilled employees
for my business, unreliability, theft
by employees

media scams were also a concern (see Table 3).

6

7

Someone physically stealing my
business’ customer list, or business
secrets

8

Environmental (natural catastrophe,
other extreme weather events,
climate change)

Table 2. Top perceived risks to business as ranked by respondents.

due to the high profile of global cyber security
events that have occurred since May 2016. In fact,
83% of SMEs confirmed their concern about
cybercrime is influenced by recent worldwide
cybercrime events.
When it comes to concern over specific types of
cybercrime incidents, more than 80% of SMEs
responded they are very concerned about being
a victim of ransomware and malicious software,
Phone hacking, service failure, email and social

How concerned are you about your business
experiencing or becoming a victim of the
following cybercrimes?
Category of cybercrime

Level of concern

Business identity theft

Not very concerned

Phone hacking/malware

Very concerned
Fairly concerned

Supplier fraud

Fairly concerned

Service failure

Very concerned
Fairly concerned

Email & social media hack

Very concerned
Fairly concerned

Victim of bank fraud

Very concerned

Ransomware

Very concerned

Malware

Very concerned

Table 3. Level of concern about specific types of cybercrime.
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Increasing cyber confidence and
cyber concern
Protecting against cybercrime is an increasing
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How do you believe your business is
protected from cybercrime?
% of
respondents

Rank

Type of risk

1

Virus protection

84%

2

Regular backup of data

74%

3

Firewalls (virtual and
physical)

71%

4

My business operates on
Microsoft or Mac, and
relies on these software
updates

52%

5

Limited online presence

42%

6

Regularly change
passwords

40%

to protect their businesses.

7

Education of staff

37%

Unfortunately, a significant majority of businesses

8

Encryption

29%

9

My business operates on
the cloud

22%

10

Insurance

22%

11

Outsourcing IT

13%

12

I’m not sure

4%

priority for SMEs and companies are aware that the
risks posed by cybercrime is increasing. Despite this,
there is an overwhelming confidence felt by SMEs
generally. Nationally, 74% of SMEs feel well informed
about the risks of cybercrime to their business,
a response which was 10% higher than the NSW
survey reported in May 2017.
Despite a large proportion of SMEs believing a
limited online presence protects them from
cybercrime, in general SMEs across Australia have
some understanding of the minimum precautions
necessary, with consensus that regular backups of
data, virus protection and firewalls are the best ways

overlook low–cost, easy tools that can provide
effective protection. This includes staff education,
encryption and operating ‘in the cloud’. These
ranked lowest in the survey, indicating there remains
some work to be done. Table 4 provides the full
ranking of protections employed by respondents.

Table 4. Cyber security measures employed by respondent businesses.

Cybercrime is rated
by SMEs as the

third biggest
risk to their
business

74%

of SMEs
feel well informed
about the risks of
cybercrime to their
business

14
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Threat versus reality
Four out of every five SMEs recognise that the risk of
their business becoming a victim of cybercrime is
increasing. Despite this, just over 20% believe they

Where would you get help?
Response

% response

Internet or Google

44%

Police

43%

IT forensic expert

38%

Government body or agency

35%

This indicates that while SMEs are aware of the risk

Previous experience or
knowledge

32%

cybercrime, they may be unaware they have

Business or industry associations

29%

Family, friends

18%

Other businesses

15%

Insurer or insurance broker

13%

hacking, online scams, theft of critical business

I wouldn’t know who to contact

12%

information, social media scams, and fake

Mentor

8%

Business partner

8%

business of between $1,000 and $5,000, and for two

Course, training seminar

7%

of every three businesses, these costs were

Nowhere

1%

have experienced a cybercrime event. This is a much
lower figure than reported by larger businesses.
This also contrasts with reports that more than half
of cyber security incidents target small businesses,17
while almost 60% of cybercrime impacts SMEs.18

suffered a breach.
Of the 20% of SMEs that reportedly suffered a
cybercrime event, 41% were malware. The remaining
cybercrime incidents included small instances of

overpayments or invoicing. A total of 40% of
cybercrime events resulted in costs incurred by the

unrecoverable.
When asked where the respondents seek cyber

Table 5. Where businesses go for help with cyber security issues.

security help, Google ranked highest at 44%, then
the police at 43% and the government at 35%. Less
than 2% of SMEs said they did not require help.
Only 38% of SMEs would contact IT forensic
consultants for help with cyber security issues.
This raises some concern that SMEs do not know
who to contact if they do become a victim of
cybercrime. Table 5 gives the full list of the sources
businesses use to get help with cyber security.

Four out of every five SMEs

recognise that the risk of their
business becoming a victim of
cybercrime is increasing

20%

Despite this, just over
believe they have experienced a
cybercrime event
17 Cybersecurity Ventures, 2016.
18 Symantec Corporation 2015.
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Tools of the trade
While 53% of SMEs believe their business has the
expertise and resources to handle a cybercrime,
47% don’t, or don’t know.

Business has the expertise and resources to
respond to a security breach
8%
Agree

39%

53%

Disagree
Don’t know

Of the

20%

of SMEs that
reportedly suffered a
cybercrime event,

41%

were malware

Figure 6. Perception of preparedness of the business to respond to a
security breach.

To combat this, SMEs have strongly indicated that
they would like resources or tools to assist in
reducing their businesses’ exposure to cybercrime.
Of the SME respondents, 87% said they would like a
tool, and 62% confirmed they would pay for a tool.
Although this is 10% lower than the NSW report, it
clearly indicates there is a need for risk-management
tools for SMEs to assist in protecting them from
cybercrime.

Would you spend money on resources or
tools to help you minimise your business’
exposure to cybercrime?
Response

53%

of SMEs
believe their business
has the expertise and
resources to handle a
cybercrime,

47%

don’t, or don’t know

% response

No, I don’t need any tools

13%

No, but I would like a free tool

26%

Yes, but less than $100

23%

$100 to $200

16%

$200 to $300

8%

$300 to $500

16%

Table 6. Willingness to spend money on a cyber security tool.
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What to do about cyber security
If you’re concerned about cyber security you
should consult an expert to help assess your
business and develop a security strategy.
In the meantime, here are a few simple things
you and your business can do:

Software applications

Cloud-based platform

Back up

Make sure your software

Move your corporate emails to a

Back up your important

applications are kept up-to-

cloud-based email service and

business data to a separate and

date by enabling automatic

resist the temptation to blend

secure location, such as a cloud

updates to install latest security

personal and business accounts.

based service or external hard

patches.

This will assist in malware

drive. Do it regularly and verify

prevention and separate out your

backups are correct.

own personal subscriptions that
may be higher risk.

Install security software

Toolbox talks

Passphrase

Install security software so as to

Train up your team with toolbox

Use a catchphrase or

prevent unauthorized

talks to speak up about

passphrase, rather than just a

connections and scan regularly

suspicious emails.

password, and use a password

for malware.

management system.
Cybercriminals are smart and can
guess single word and number

Grants

combinations in seconds.19

CREST ANZ will co-fund up to $2,100 for small businesses to have
their cyber security tested by approved IT service providers. This
will be made available next financial year (2018–2019), and more
information can be found here: www.business.gov.au/assistance/
cyber-security-small-business-program

19 Australian Government, Department
of Industry, Innovation and Science,
and Hivint.
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NSW snapshot
NSW response size: 268
Survey respondents in NSW
A total of
female
business owners responded

13% of survey respondents

The survey had a proportion of

were young small business owners

small businesses employing

to the survey, below the national

below 35 years of age.

less than 20 at

30%

average of 34%.

89%

14% of survey

The number of micro businesses

More than

employing less than 4 at

respondents in NSW indicated a

73%

turnover of $2m or more.

IT savvy
Online platform
of respondent SMEs use online
11%
platforms including Gumtree, Airtasker,
AirBNB, Uber and Deliveroo.

Online product purchasing

17%
purchasing functionality.

of businesses have product

Informed of risk
of SMEs feel well informed about
72%
the risks of cybercrime. This is a 10% increase on
In NSW,

how NSW responded compared to the cyber
survey conducted in May 2017 when only 64% of
SMEs felt informed of the risks of cybercrime.
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Online activities
Receiving and responding to
enquiries or emails

2+ times a day

Readings news about my
industry online

Every day

Reviewing regulatory updates
in my industry online

Rarely

Buying goods or services
online

Rarely

Online banking

Every day, Once
or twice a week

Selling goods or services

Rarely, Never

Limited online presence
of SMEs assume that a limited online
42%
presence protects their business from cybercrime,
in line with national average of 42%.

?
?

?

Concern about cybercrime
Biggest risk to NSW SMEs
1

Managing my overheads and operating
expenses (utilities, renting premises,
salaries)

2

Chasing payments and having enough
cash to run my business

3

Cybercrime

4

Finding the right skilled employees for my
business, unreliability, theft by employees

5

Competitors, and startups disrupting my
business

6

Political uncertainty (reduced buyer
confidence, failure of governance)

7

Someone physically stealing my business’
customer list, or business secrets

8

Environmental (natural catastrophe, other
extreme weather events, climate change)

Nearly every day I receive an email from a
suspect account or a scam phone call. They
usually pretend to be a bank, insurance
company, post office or lottery agent. The way
I combat this in my business is by being
vigilant. I also do daily back ups of my
computer to an external hard drive. Even with
these measures in place my business will be
subject to a malware (cryptolocker) attack
about once a year. I just contact my IT
providers and can get my business back up
running in a day or two. I do this, but I know
plenty of businesses who don’t and should.
- Greg, Retailer, Wagga Wagga, NSW

Concern of business experiencing cybercrime
May 2017

November 2017

Business identity theft

Not very
concerned

Fairly concerned,
Not very concerned

Phone hacking/
malware

Very concerned

Very concerned
Fairly concerned

Supplier fraud

Fairly concerned

Fairly concerned,
Not very concerned

Service failure

Very concerned

Fairly concerned

Email & social media
hack

Very concerned,
Fairly concerned

Very concerned,
Fairly concerned

Victim of bank fraud

Very concerned

Very concerned

Ransomware

Very concerned

Very concerned

Malware

Very concerned

Very concerned

Tools
of SMEs are interested
91%
in having a tool to assist them in
tackling cybercrime, and almost
70% would pay for the tool.

*t wo levels of concern indicate a bi-modal distribution
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Victorian snapshot
VIC response size: 231
Survey respondents in VIC

40%

female
business owners responded

17%
were young small business owners

to the survey, above the national

below 35 years of age.

A total of

of survey respondents

average of 34%.

The survey had a proportion of small
businesses employing less than 20

85%

and highest representation of
at
medium sized businesses at

12%

13% of survey

The number of micro businesses

More than

employing less than 4 at

respondents in VIC indicated a

71%

turnover of $2m or more.

IT savvy
Online platform
of respondent SMEs use online
12%
platforms including Gumtree, Airtasker,
AirBNB, Uber and Deliveroo.

Online product purchasing

21%
purchasing functionality.

of businesses have product

Online activities
Receiving and responding to
enquiries or emails

2+ times a day

Readings news about my
industry online

Every day
2+ times a day

Reviewing regulatory updates
in my industry online

Rarely

Buying goods or services
online

Rarely

Online banking

Every day

Selling goods or services

Never

Informed of risk

Limited online presence

74% of SMEs feel well informed about the risks

Less than

of cybercrime to their business, in line with the

online presence protects their business from

national average.

cybercrime, below the national average of 42%.
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Concern about cybercrime
Biggest risk to VIC SMEs
1

Managing my overheads and operating
expenses (utilities, renting premises,
salaries)

2

Chasing payments and having enough
cash to run my business

3

Competitors, and startups disrupting my
business

4

Cybercrime

5

Someone physically stealing my business’
customer list, or business secrets

6

Political uncertainty (reduced buyer
confidence, failure of governance)

7

Finding the right skilled employees for my
business, unreliability, theft by employees

8

Environmental (natural catastrophe, other
extreme weather events, climate change)

I have had three email hacking incidents this
year, two on my business email account and one
on my partner’s personal account. Both required
me to contact Gmail directly to regain access,
and paying $250 to have someone they referred
me to remotely access my laptops and clean my
computer. I don’t know how I could have solved
this is an easier way. I needed someone locally to
talk to that could have steered me in the right
direction. I was really nervous about giving an
overseas company access to my computer and
all of my files.
This is something I don’t want to go through
again. I didn’t want to be the kind of person that
went from one scam to the next, and I still don’t
know if it was legitimate. Speaking to the big
corporate utilities company’s didn’t help. I had to
take a leap of faith, cleaning up my business
account as well as my partner’s personal account.
- Flossey, repair and handy woman, regional, Victoria

Concern of business experiencing cybercrime
Business identity theft

Not very concerned

Phone hacking/malware

Very concerned
Fairly concerned

Supplier fraud

Not very concerned

Service failure

Very concerned

Email & social media hack

Very concerned
Fairly concerned

Victim of bank fraud

Very concerned

Ransomware

Very concerned

Malware

Very concerned

Tools
of SMEs are interested
90%
in having a tool to assist them in
tackling cybercrime, and almost
63% would pay for the tool.

*t wo levels of concern indicate a bi-modal distribution
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Queensland snapshot
QLD response size: 198
Survey respondents in QLD

33%

female
business owners responded

12% of survey respondents

The survey had a proportion of

were young small business owners

small businesses employing

to the survey, below the national

below 35 years of age.

less than 20 at

A total of

average of 34%.

86%

15% of survey

The number of micro businesses

More than

employing less than 4 at

respondents in QLD indicated a

71%

turnover of $2m or more.

IT savvy
Online platform
of respondent SMEs use online
13%
platforms including Gumtree, Airtasker, AirBNB,
Uber and Deliveroo.

Online product purchasing

20%
purchasing functionality.

of businesses have product

Online activities
Receiving and responding to
enquiries or emails

2+ times a day

Readings news about my
industry online

Every day, Once
or twice a week

Reviewing regulatory updates
in my industry online

Once or twice a
week, Rarely

Buying goods or services
online

Rarely

Online banking

Every day

Selling goods or services

Rarely, Never

Informed of risk

Limited online presence

of SMEs feel informed about the risks of
75%
cybercrime to their business, at just above the

of SMEs assume that a limited online
39%
presence protects their business from cybercrime,

national average of 74%.

below the national average of 42%.
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Concern about cybercrime
Biggest risk to QLD SMEs
1

Chasing payments and having enough
cash to run my business

2

Managing my overheads and operating
expenses (utilities, renting premises,
salaries)

3

Cybercrime

4

Finding the right skilled employees for my
business, unreliability, theft by employees

5

Political uncertainty (reduced buyer
confidence, failure of governance)

6

Competitors, and startups disrupting my
business

7

Someone physically stealing my business’
customer list, or business secrets

8

Environmental (natural catastrophe, other
extreme weather events, climate change)

We had a ransomware event recently that
wanted to charge us $80 in bitcoin to unlock
our files. We called our IT people and they
unlocked it successfully, and we got our data
back. Since then, we wised up and put in
Symantec antivirus protection, and installed a
Palo Alto PA 200 hardware device onto our
computers. We may need to lock down the
place harder than what we currently are, but
for now, I think we have good protections in
place. Cybercrime is a concern for us but it
doesn’t impact us as much as credit card
scammers—that takes up my staff’s time and
costs our business a lot.
- Gary, Wholesaler and manufacturer,
Brisbane, Queensland

Concern of business experiencing cybercrime
Business identity theft

Fairly concerned
Not very concerned

Phone hacking/malware

Very concerned

Supplier fraud

Fairly concerned

Service failure

Very concerned

Email & social media hack

Very concerned
Fairly concerned

Victim of bank fraud

Very concerned

Ransomware

Very concerned

Malware

Very concerned

Tools
of SMEs are interested
88%
in having a tool to assist them in
tackling cybercrime, and almost
70% would pay for the tool.

*t wo levels of concern indicate a bi-modal distribution
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Western Australia snapshot
WA response size: 190
Survey respondents in WA

30%

A total of
female
business owners responded

13% of survey respondents

The survey had a proportion of

were young small business owners

small businesses employing

to the survey, below the national

below 35 years of age.

less than 20 at

average of 34%.

89%

14% of survey

The number of micro businesses

More than

employing less than 4 at

respondents in WA indicated a

73%

turnover of $2m or more.

IT savvy
Online platform
of respondent SMEs use online
18%
platforms including Gumtree, Airtasker, AirBNB,
Uber and Deliveroo.

Online product purchasing

11%
purchasing functionality.

of businesses have product

Online activities
Receiving and responding to
enquiries or emails

2+ times a day

Readings news about my
industry online

Every day, Once
or twice a week

Reviewing regulatory updates
in my industry online

Once or twice a
week, Rarely

Buying goods or services
online

Rarely

Online banking

Every day

Selling goods or services

Never

Informed of risk

Limited online presence

cybercrime to their business, just above the national

75% feel informed about the risks of

of SMEs assume that a limited online
42%
presence protects their business from cybercrime,

average of 74%

meeting the national average of 42%
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Concern about cybercrime
Biggest risk to WA SMEs
1

Managing my overheads and operating
expenses (utilities, renting premises,
salaries)

2

Chasing payments and having enough
cash to run my business

3

Competitors, and startups disrupting my
business

4

Political uncertainty (reduced buyer
confidence, failure of governance)

5

Cybercrime

6

Finding the right skilled employees for my
business, unreliability, theft by employees

7

Someone physically stealing my business’
customer list, or business secrets

8

Environmental (natural catastrophe, other
extreme weather events, climate change)

I receive email phishing attempts daily.
They often look legitimate come from CEOs of
companies that have had their email accounts
hacked. The emails themselves usually contain
a malicious a link or contain fake invoices for
payment. The only way to check is to call the
business and ask if they really did send the
email. I know that to protect yourself you need
to scan computers and have firewalls, but we
don’t really have that luxury. We use our eyes
and talk to each other.
- Carlos, Information Technology, Western Australia

I receive about 5 to 10 emails a day that
pretend to be from big companies like TNT. I
make sure that I hover over the URL or link,
which gives me a hint as to whether it’s a
legitimate website. I also get about 10 to 30
emails a day from businesses offerings
services. I think people got my contact details
from when I registered my domain name.
- Josh, Renewable Energy, Western Australia

Concern of business experiencing cybercrime
Business identity theft

Not very concerned

Phone hacking/malware

Very concerned
Fairly concerned

Supplier fraud

Fairly concerned

Service failure

Very concerned
Fairly concerned

Email & social media hack

Fairly concerned

Victim of bank fraud

Very concerned

Ransomware

Very concerned

Malware

Very concerned

Tools

86% of SMEs are interested

in having a tool to assist them in
tackling cybercrime, and 56%
would pay for the tool.

*t wo levels of concern indicate a bi-modal distribution
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South Australian snapshot
SA response size: 197
Survey respondents in SA

25%

female
business owners responded

13% of survey respondents

The survey had a proportion of

were young small business owners

small businesses employing

to the survey, below the national

below 35 years of age.

less than 20 at

The number of micro businesses

of survey
13%
respondents in SA indicated a

A total of

average of 34%.

employing less than 4 at

78%

90%

More than

turnover of $2m or more.

IT savvy
Online platform
of respondent SMEs use of online
6%
platforms including Gumtree, Airtasker, AirBNB,
Uber and Deliveroo

Online product purchasing

12%
purchasing functionality.

of businesses have product

Informed of risk
feel informed about the risks of cybercrime
81%
to their business, above the national average of 74%.

Online activities
Receiving and responding to
enquiries or emails

2+ times a day

Readings news about my
industry online

Every day, Once
or twice a week

Reviewing regulatory updates
in my industry online

Rarely

Buying goods or services
online

Rarely

Online banking

Every day, Once
or twice a week

Selling goods or services

Never

Limited online presence

46% of SMEs assume that a limited online

presence protects their business from cybercrime,
above the national average of 42%.
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Concern about cybercrime
Biggest risk to SA SMEs
1

Managing my overheads and operating
expenses (utilities, renting premises,
salaries)

2

Chasing payments and having enough
cash to run my business

3

Cybercrime

4

Competitors, and startups disrupting my
business

5

Political uncertainty (reduced buyer
confidence, failure of governance)

6

Finding the right skilled employees for my
business, unreliability, theft by employees

7

Someone physically stealing my business’
customer list, or business secrets

8

Environmental (natural catastrophe, other
extreme weather events, climate change)

As a single mum who lost her job in the
automotive industry two years ago, the business
is now my source of income to support my family.
I knew I needed a website to get customers to
my business. I found an ad on social media that I
thought would help with this. I spent $400 and
got nothing in return. I now know it was a social
media scam.
I spent weeks trying to understand what had
happened to me, where I could get assistance,
and if anyone else had had the same experience.
There are 30 others that I know of who have
been been scammed. I contacted so many
organisations asking for help, however my issue is
still ongoing. I’ve spent days trying to resolve this.
It’s made me really wary about who I can trust to
help me in my business. Scams like this make it
really hard for businesses that want to do the
right thing. Everything is done online these days,
so sometimes you have to take things on face
value and hope that it’s real. It turned out, in
this case, it wasn’t. There isn’t much that I can
do now.
- Kylie, handicraft retail, Adelaide, South Australia

Concern of business experiencing cybercrime
Business identity theft

Not very concerned

Phone hacking/malware

Very concerned

Supplier fraud

Fairly concerned
Not very concerned

Service failure

Very concerned
Fairly concerned

Email & social media hack

Fairly concerned

Victim of bank fraud

Very concerned

Ransomware

Very concerned

Malware

Very concerned

Tools

83% of SMEs are interested

in having a tool to assist them in
tackling cybercrime, and 58%
would pay for the tool.

*t wo levels of concern indicate a bi-modal distribution
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Next steps

Methodology

This important research will inform and help us

The survey questionnaire was designed with

design educational and practical tools aimed at

reference to a number of global cyber security

assisting SMEs in preparing for and responding

surveys and risk surveys. It was distributed via email

to a cybercrime event.

to a number of randomly selected SMEs from the

If you would like to get involved or would
like to learn more, contact us directly at
we.assist@smallbusiness.nsw.gov.au

Australian Business Register, and businesses
subscribed to our database.
The survey was open from 17 July 2017 to 18 August
2017, resulting in 1019 responses.

© State of New South Wales through Department of Industry 2017. The information contained in this
publication is based on knowledge and understanding at the time of writing (November 2017). However,
because of advances in knowledge, users are reminded of the need to ensure that the information upon
which they rely is up to date and to check the currency of the information with the appropriate officer of
the Department of Industry or the user’s independent adviser.
PUB17/808
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